ITAS Certificate Management

21 January 2021

Notice to introduce secure https protocol for ITAS APIs

Hivedome will be introducing support for the secure https protocol to be used with ITAS APIs in the second quarter
of 2021.

Background

Trader Desktop includes several rest APls: these include APls used internally by the application, APIs used to
integrate ITAS with other third-party systems and a Web Portal option that enables users to access ITAS data via the
web.

Historically these APIs have been delivered using the insecure http protocol, but the next version of Trader Desktop,
version 8.10.4.----, will include support for the secure https protocol to be used with these APIs. ITAS will continue to
support the APIs over the existing insecure http protocol for the time being, to allow customers to switch to using
the secure https systems, but http will eventually be made redundant.

Requirements

Part of the challenge with the change is to manage the (SSL) certificate associated with https. The good news is that
for the most basic ITAS installations, where Trader Desktop is run on a single server and where the ITAS application
server is also installed on that same server, then this will be been done for you. However, if your users run Trader
Desktop from a separate server or from workstations then action will need to be taken.

The https certificate serves two purposes. Firstly, it provides keys by which the data may be encrypted by the sender
end and decrypted by the receiver. This is intended to prevent anybody on the network from eavesdropping or
altering the data. Secondly it can provide assurance that the sender is indeed the computer you think it is. This is
because no unauthorised computer should have access to the key that encrypts the data.

The secure versions of the APl endpoints have already been created using a self-signed certificate: a certificate that
serves the first of these purposes, to encrypt the traffic. However, it will not necessarily provide assurance as to the
sender’s identity. If the receiver has no way to verify that the certificate is the real deal, then it cannot use that
certificate to verify the identity of the sender.



Browsing to the web address of a site secured with a certificate that your computer does not trust results in an error
like the one below:

B <3| & cCertificate error: Naviga % | + =~ = O x

~ O & M Certificate error | httpsy//hdm-ty-qa01:5720/ +r = 7

This site is not secure

This might mean that someone’s trying to fool you
or steal any info you send to the server. You should
close this site immediately.

E Go to your Start page

Details

Your PC doesn't trust this website's security
certificate.

Error Code: DLG_FLAGS_INVALID_CA

Go on to the webpage (Not recommended)

Similarly, secure API calls from Trader Desktop may fail if the computer running Trader Desktop does not trust the
certificate.

The computer on which Trader Desktop and the ITAS web services reside already trusts this self-signed certificate,
but other computers on your network will not unless you take one of the following two actions:

e Distribute the self-signed certificate to any client computer connecting to ITAS services.
or

e If you already have a local certificate server trusted by computers on your network, then you may replace
the self-signed certificate with one that is generated and signed by your own certificate server.

For Certificate installation instructions see below.



Distribute A Self-Signed Certificate

This is a two-step process. Exporting the certificate from the ITAS Application Server and importing the exported
certificate on to each of the client computers where Trader Desktop is used.

Exporting A Certificate

Log onto the ITAS Application server.

Run certlm.msc. Navigate to Personal > Certificates and find the certificate that bears the same name as the
application server.

Right click on the certificate and choose All Tasks > Export.
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Export a certificate

On the following screen, click Next.

o* Certificate Export Wizard

Welcome to the Certificate Export Wizard

This wizard helps you copy certificates, certificate trust lists and certificate revocation
lists from a certificate store to your disk.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure netwark
connections, A certificate store is the system area where certificates are kept.

To continue, dick Next.
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Ensure “No, do not export the private key” is selected and click Next.

€ &¥ Certificate Export Wizard

Export Private Key
You can choose to export the private key with the certificate.

Private keys are password protected. If you want to export the private key with the
certificate, you must type a password on a later page.

Do you want to export the private key with the certificate?
() Yes, export the private key

(®) No, do not export the private key
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Ensure that “DER encoded binary X.509 (.CER)” is selected and Click Next.

& L# Certificate Export Wizard

Export File Format
Certificates can be exported in a variety of file formats.

Select the format you want to use:

(®) DER encoded binary ¥.503 {.CER)

(_) Base-64 encoded ¥, 509 (.CER)

(O Cryptographic Message Syntax Standard - PKCS #7 Certificates (,P78)
Indude all certificates in the certification path if possible

Personal Information Exchange - PKCS #12 (.PFX)

Indude all certificates in the certification path if possible
Delete the private key if the exportis successful

Export all extended properties

Enable certificate priv

Microsoft Serialized Certificate Store (L55T)
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Browse to the location where you want to save the exported file and click Next.

€ ¥ Certificate Export Wizard

File to Export
Specify the name of the file you want to export

Eile name:
C:\Users\HDMCS \Desktop \[TASDEMO. cer | [Bromse...

Mext Cancel

Finally, click Finish.

& L* Certificate Export Wizard

Completing the Certificate Export Wizard

‘fou have successfully completed the Certificate Export wizard.

‘You have specified the following settings:

C:\Wsers\HDMCS \Desktop\TTASDEMO.

Export Keys Mo
Indude all certificates in the certification path Mo

File Format DER. Encoded Binary X.509 (*.cer)

Once the Certificate Export Wizard is closed, ensure that a .cer file is created in the location selected.



Importing A Certificate

Once the certificate is exported, it can be imported to each client machine that will connect to Trader Desktop and
or ITAS web services.

Import the certificate by copying the exported .cer file to the client machine. Double click on this file to launch the
Certificate Import Wizard, click “Install Certificate”.

i Certificate x

General Details Certification Path

r{a,g Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Issued to: itasdemo

Issued by: itasdemo

valid from 9/21/2020 to 9/21/2021

Install Certificate...| | Issuer Statement

On the next screen Select “Local Machine” and click Next.

£+ Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

Store Location

(O current User

®ZLocl Maching!

To continue, dick Next.
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If User Access Control is enabled, the following message should appear:

User Account Control X

Do you want to allow this app to make
changes to your device?

j Windows host process (Rundll32)

Verified publisher: Microsoft Windows

Show more details

Yes MNo




Click Yes and then select “Place all certificates in the following store” and Browse to Trusted Root Certification

Authorities.

€ ¢ Certificate Import Wizard

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for

the certificate.

() Automatically select the certificate store based on the type of certificate
X

(@ Plaq Select Certificate Store

Ce Select the certificate store you want to use.

[

Browse...

| Personal
Trusted Root Certification Authorities

_| Enterprise Trust
| Intermediate Certification Authorities

| Trusted Publishers
I lintricted Cartificates A
>

[ show physical stores
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Click on OK and then Next.

On the final screen, click Finish.

4 4¥ Certificate Import Wizard

Completing the Certificate Import Wizard

The certificate will be imported after you dick Finish.

You have spedfied the following settings:
Trusted Root Certification Authorities

Certificate

Certificate Store Selected by User

Content

Finish Cancel

Click OK to close Certificate Import Wizard.

Certificate Import Wizard x

o The import was successful,




Run certlm.msc. Navigate to Trusted Root Certification Authorities > Certificates and locate the certificate that was
just imported.

If you have many machines which will need to connect to ITAS web services, then carrying out this procedure on
each of them may be time consuming. This can be automated if required.



Using Your Own Local Certificate

If your organization has an internal certificate server that can produce and sign a certificate for your ITAS application
server, and that will be trusted by machines on your internal network, you can use this certificate instead.

Your application server should already have a certificate in the certificate store for the local machine under Personal,
this will bear the same name as the application server. If you simply replace this with the one generated by your
internal certificate server and then run the ITAS deployment tool, it will deploy all web services using this certificate.

Follow the relevant instructions on the next page for Installing a Public or Local certificate:

Using Your Own Public Certificate

If you wish to have ITAS services accessed from outside of the local network, then there are a few ways to achieve
this. You will need a public hostname address and a certificate to match. You may choose to have a web application
firewall sit in-front of the ITAS Web Services. This can be configured with the public hostname address and the
matching certificate. It can be set up to accept requests on the public address and forward those requests to the
internal address. The configuration for this is outside of the scope of this document.

Alternatively, you may choose to set up your firewall to allow direct access to the ITAS application server from the
outside. To do this Hivedome will need to be informed of the public address so that we can set the configuration files

in order that the webservices are deployed with bindings to that hostname.

The ITAS deployment process will check if there is already a certificate available in the certificate store (in the local
machine personal store) and use that certificate with the web bindings that it creates.

Follow the relevant instructions on the next page for Installing a Public or Local certificate:

Installing A Public or Local Certificate

This can be achieved as follows providing you have a pfx file and the password for that pfx file:

Launch certim.msc and delete the existing certificate.

certlm - [Certificates - Local Computer\Personal\Certificates] - O X
File Action View Help
e @ LRI XEE HE
[} Certificates - Local Computer A || |ssyed To - Issued By I
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| Certificates Open
| Trusted Root Certification I
_| Enterprise Trust All Tasks »
| Intermediate Certification
- . Cut
_| Trusted Publishers
| Untrusted Certificates Copy
~| Third-Party Root Certifica Delete
_: Trusted People Properties |
_| Client Authentication lssu
| Preview Build Roots Help
| Test Roots
| Remote Desktop
| Certificate Enrollment Rec
| Smart Card Trusted Roots |
| Trusted Devices "
< > < >
Deletes the current selection.



Double click on the PFX file. Select “Local Machine” and then click Next.

o* Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure netwark
connections. A certificate store is the system area where certificates are kept.

Store Location
o Current User
(®) Local Machine

To continue, dick Next.
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If User Access Control is enabled, the following message should appear:

User Account Control x

Do you want to allow this app to make
changes to your device?

J Windows host process (Rundl32)

Verified publisher: Microsoft Windows

Show more details

Yes No

Click Yes and the path to the pfx file you double clicked on should be displayed on the next screen.

€ &¢ Certificate Import Wizard

File to Import
Specify the fle you want to import.

File name:

Browse...

Mote: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 (.PFX,.P13)
Cryptographic Message Syntax Standard- PKCS #7 Certificates ((P7B)

Microsoft Serialized Certificate Store ((55T)
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Click Next.



Set a Password then tick “Mark this key as exportable” ensure that “Include all extended properties” is ticked
before clicking on Next.

€ &¢ Certificate Import Wizard

Private key protection
To maintain security, the private key was protected with a password.

Type the password for the private key,

Password:

[ Cisplay Password

Import options:

Enable strong private key protection. You will be prompted every time the
private key is used by an application if you enable this option.

Protect private key using virtualized-based security{Non-exportable)

Indude all extended properties.
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Select “Place all certificates in the following store.” Browse to Personal and click Next.

€ ¥ Certificate Import Wizard

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

() Automatically select the certificate store based on the type of certificate
(@) Place all certificates in the following store
Certificate store:

| Personal Browse...

Conce




On the final screen, click Finish.

& L¥ Certificate Import Wizard

Completing the Certificate Import Wizard

The certificate will be imported after you dick Finish.

‘fou have spedified the following settings:

Certificate Store Selected by User JEZERGEN

Content PFX
File Mame C:\Users\HDMCS \Desktop \TTASDEMO. pfx

Allowing ITAS to generate a public certificate

The ITAS deployment process can create a certificate from ‘Let’s Encrypt’ using WinACME. If no suitable certificate is
found ITAS will attempt to use WinACME to generate a domain validation certificate. To do so it will need to
demonstrate control of the public hostname included in the certificate. ‘Let’s Encrypt’ will challenge WinACME to do
so by publishing a particular code on the http website that responds at that hostname. If the firewall is forwarding
http traffic (port 80) to the default website on the ITAS application server then this will work automatically.

For more information or assistant with this install, please contact your ITAS representative or support team.



